IUBIK: Isolating User Bytes in Commodity Operating

System Kernels via Memory Tagging Extensions
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(a) Same-Cache



DORXFAy 1 IEE

CELHFT YL AICHAIGE TONER

copy_to_user()
copy_from_user()

."j"ffb§ =] Eéhfb\%)77\:)17 F%*‘]Fﬁﬁfﬁ'@. signalfd_ctx

O INETOMETIERRESN TN T= i—
t kmalloc-8
t+1 v
PTE
\
page table

(b) Cross-Cache
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(¢) Out-of-Bounds
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Figure 2: High-level overview of TUBIK’s memory layout.
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